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ABSTRACT

Modern days, image security is necessary since data volume is growing rapidly. These data can
be images, videos, text, audio, etc., so methods like AES, DES, RSA, etc. have been developed
to secure these images from attackers who could reduce the image quality or manipulate the
images. Data security has also become a key issue with the generation.

The most significant problem confronting the world now is data security. Advanced encryption
standard is applied to protect data during communication, storage, and transfer (AES). AES is a
symmetric encryption algorithm that is intended to take the place of DES in business
applications. It employs a key size of 128, 192, or 256 bits and a block size of 128 bits. To
protect information from unauthorized users, the AES algorithm is used. Both text and image
data are encrypted using the AES technique that is currently available.

Key Words: Steganography, AES, Python.
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Chapter 1: INTRODUCTION

Image security is very important in today's world. With the ability to share digital images across
the internet, it is more important than ever to encrypt your images. AES encryption is a great
option for image security. With AES encryption, your images will be safe from prying eyes.

The advanced encryption standard or AES so far all the cryptographic algorithms we have
looked so far have some problems like we have seen the classical cryptosystem like shift cipher
caesar cipher those are earlier cipher so those are broken. if we have modern computer speed so
those are not secured. A hardware which can crack the DES in less than three days and with the
cost of very less, this is an exhaustive search attack.

So we need to have an alternative for the standard so we tried with the triple DES but this is
basically made from the DES itself which is basically three times more DES operations.

We have we have seen it is a problem with the block size it is a 64 bit block and so the now we
need a new encryption algorithm we need a block cipher which is supposed to be secured under
the all existing attack so what NIST did so instead of developing a new cipher by themselves
what they did they announce a competition worldwide competition and in that competition
anybody can participate so so that was in 1997 and they welcome all the cryptographer
worldwide to submit their block cipher design so those who are working on the block cipher or
in crypto system so they just jump into that competition and they design and so this is the first
and this they they fix some requirement

In this report, I have represented a potential secure image steganography tool using Advanced
Encryption Standard (AES) technique as the cryptographic tool in the spatial domain of data

security.




Chapter 2: LITERATURE REVIEW

Image encryption plays a critical role in ensuring the confidentiality and integrity of digital
images during transmission and storage. Advanced Encryption Standard (AES) has emerged as a
popular encryption algorithm due to its robustness and efficiency. This literature review aims to
explore the current state-of-the-art techniques and research trends in the field of image
encryption using AES, specifically focusing on its application in final year projects. The review
provides an overview of AES, discusses various image encryption schemes based on AES,
highlights their strengths and limitations, and identifies potential areas for further research.

The speed and duration of encryption varies based on the encryption algorithm. Different
algorithms that differ from one another are listed :

Data Encryption Standard (DES) : DES is an algorithm for encrypting data. It was developed
in the 1970s and was originally used by the US government. DES is a symmetric key algorithm,
which means that the same key is used for both encryption and decryption. DES is no longer
considered secure, and has been replaced by newer algorithms such as AES.

Triple DES : (3DES), is a symmetric-key block cipher, which applies the Data Encryption
Standard (DES) cipher algorithm three times to each data block. Triple DES provides a relatively
simple and inexpensive method of increasing the data encryption level, without the need to
develop a completely new cipher algorithm. It is available in theflake and libmcerypt libraries.

RSA : The Rivest-Shamir-Adleman (RSA) algorithm is a public-key encryption method
developed in 1977 by Ronald Rivest, Adi Shamir, and Leonard Adleman. It is based on the fact
that it is very difficult to factorize a large number that is the product of two large prime numbers.
The RSA algorithm is used in a wide variety of security protocols, including PGP, SSL, and
SSH.

Information security techniques are classified, along with their uses.
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The strength of AES lies in its ability to resist various types of attacks, including brute-force
attacks, differential and linear cryptanalysis, and known-plaintext attacks. It achieves this
through its carefully designed cryptographic transformations, including substitution,

permutation, and mixing operations.




Chapter 3: PROBLEM FORMULATION AND OBJECTIVES

In the past, encryption was critical to allowing two people to communicate secretly.

The same demand still exists today, for instance when sending your payment card information
over the Internet and wanting it to be kept private from everyone but you and the vendor (like
Amazon). Digital signatures, which are closely related to encryption, are another variation on
this theme that allows you to sign a document while mathematically tying it to you. For
practically everyone to survive and live freely, every organization and person needs privacy. A
lack of privacy makes your plans, wants, and ideas known to those who have competing aims or
those who want to control your conduct in a competitive world.




Chapter 4: METHODOLOGY OF THE PROJECT

Image steganography is a GUI-based project in which we are hiding a secret message within the
image using encoding and decoding functions. We are creating a window in which there are two
buttons: encoding and decoding.

For encoding, Type message in the message box then it will convert into base64, type the key to
secure data, select any image, Then type merge this encoded string into image and the user can
save the image where he/she wants.

For decoding, select the image which is encoded, the base64 string will get separated by
decoding, and by Tkinter module hidden text is shown in the textbox.

Advanced Encryption Standard :

AES has an initial key addition round denoted by AddRoundKey, then Nr-l number of
transformation rounds and a final round at the end. The input for Nr round including
AddRoundKey is State and Round key. Three stages in AES are as follows :

1) AddRoundKey Transformation Round

2) Nr—1 rounds each composed of 4 transformation rounds
a) SubBytes Transformation

b) Shift Rows Transformation

¢) Mix Columns Transformation

d) Add Round Key Transformation

3) A Final Round composed of

a) SubBytes Transformation

b) Shift Rows Transformation

¢) Add Round Key Transformation

Studied the working of AES algorithm to encrypt and then decrypt a digital image using AES
algorithm using python modules.Observed and analyzed different modes of AES encryption and
decryption.

1. To run the code, any python ide can be used like pycharm, jupyter notebook, google collab.
2. Following Libraries need to installed before running the python code

a. DIib (The dlib library should be installed )
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b. Scipy

c. OpenCv
d. Numpy
e. Imutils
f. pyglet
g. argparse

3. Python versions above 3.6 can be used.

11




Chapter 5: SECURITY ANALYSIS

The project aims to develop an image encryption system that utilizes the Advanced Encryption
Standard (AES) algorithm combined with Chaos Theory principles. This security analysis

assesses the potential strengths and weaknesses of the proposed approach.

AES Encryption Strength:

The AES algorithm is widely recognized as a secure and robust symmetric encryption standard.
It has been extensively studied and tested, with no practical vulnerabilities found when
implemented correctly. By employing AES as the core encryption mechanism, the project

benefits from a strong foundation for data confidentiality.

Chaotic Encryption Enhancement:
Integrating Chaos Theory principles into the image encryption process introduces additional
complexity and randomness. Chaos-based encryption schemes offer the potential to enhance the

security of AES by introducing more unpredictable key generation and permutation processes.

Key Generation:

The security of the encryption system heavily relies on the strength of the key generation
process. AES requires a sufficiently long and truly random key to resist brute-force attacks
effectively. Similarly, the chaos-based component should generate keys with high entropy and

avoid patterns that could be exploited by adversaries.

Encryption Speed and Efficiency:

While security is a crucial aspect, it is also essential to consider the performance of the
encryption system. AES is generally fast and efficient in hardware and software
implementations, making it suitable for real-time encryption of images. However, the
incorporation of Chaos Theory may introduce additional computational overhead, which needs to

be evaluated to ensure acceptable processing times.

Randomness and Entropy:

Chaotic systems are known for their inherent randomness and sensitivity to initial conditions. It

12




is vital to evaluate the randomness and entropy properties of the chaotic sequences used in key
generation and permutation processes. The level of randomness should be high enough to resist
statistical attacks and ensure that the encryption system produces cipher images with properties

indistinguishable from random noise.

Avalanche Effect and Diffusion:

The encryption system should possess a strong avalanche effect, meaning that a small change in

the input should result in significant changes in the output. Similarly, diffusion should spread the
influence of each input bit across the entire cipher image. Both properties enhance the resistance
against known-plaintext attacks and guarantee that small modifications in the original image will

yield a completely different cipher image.

13




Chapter 6: IMPLEMENTATION

While working I have gained a newer kind of experience. After collecting and analyzing data I
have got some idea about the overall project management

RESOURCES AND PROJECT TIME :

I completed during this time frame and provided an estimate of how long the task took.
HARDWARE REQUIREMENTS

Processor: Intel or AMD with 2GHz or higher.

Memory: 2 GigaBytes or More.

Storage: Depending on images being used.

SOFTWARE REQUIREMENTS

OS: Windows 8 or Higher.

Programming Language: Python

14




Workflow/Mindmap of the project development :
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Chapter 7: RESULTS

The project "Image Encryption Using AES" has been completed within a given time and final
testing has been done , we have applied the secret key and confidential data combined on a
Image.

The snap of working Encryption page code -

stackedWidget. setCurrentIndex(1

16




Image to be Decrypted :
A—v‘_——-—m—,‘g tree.png
Select Image :

No. Of lterations: 9

ke 127

Perform Decryption
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CONCLUSION

In order to become acquainted with the other encryption algorithms used in encoding the image
that has been transmitted over link, a number of significant algorithms, image encryption
techniques, different encryption schemes, type of image used, and various types of mathematical
computations have been existing and examined. This project's main objective is to work in the
field of data security encryption. Time and power restrictions are tested using different
algorithms and techniques both separately and in combination.
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